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Objectives

ÅRisk Management

ÅRisk Assessment

ÅOverview of the process

ÅCommunicating 
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Overview

ÅLab supervisors/PIs are responsible and accountable for 

managing the risks associated in their labs or with their 

protocols 

ÅEnsure hazards/associated risks are identified/controlled during

ïPlanning

ïPreparation

ïExecution

ÅHazard: actual or potential condition that can cause injury or 

death of personnel, damage to or loss of equipment, or 

procedure 

ÅFailure to effectively identify hazards or manage risk may make 

a lab procedure or protocol costly in terms of lives and property 

damage
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Risk Management Process

Process of:

1. Identifying and assessing hazards

2. Determining their risk

3. Developing, evaluating and selecting controls

4. Making risk decisions

5. Implementing and managing those decisions to 

improve operational effectiveness and conserve 

resources  

It is also a process of providing recommendations of 

whether to accept or resolve potential consequences 

of hazards associated with a given activity
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Risk Assessment

Definition

An assessment of the probability that harm, 

injury, or disease will occur. 2 step process

In the lab it focuses more on the prevention 

of lab-associated infections.  Use it to assign 

BSLs that will reduce the workersô and the 

environmentôs risk of exposure to an agent to 

the absolute minimum.
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Risk Assessment

Risk Management Process

1. Identify Hazards

Environmental and Procedural 
2. Assess 
Hazards

3. Develop

Controls

Make Decisions

4. Implement

Controls 

5. Supervise

and

Evaluate
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Verify Completion of Risk Assessment 

ÅRisk assessment involves Steps 1 and 2 of the 

risk management process 

ÅStep 1 Identify hazards

ïLook at environmental and procedural hazards

ïFocus on procedure/protocol, equipment, physical 

area, personnel involved, time involved, and legal 

considerations

C
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Verify Completion of Risk Assessment

Step 1 Identify hazards

ÅProcedure/Protocol

ïType 

ïRisks associated with it

ÅBiological Agent level

ÅRisk of exposure

ÅCommunications failures

ïUnclear or complex 

protocol/procedure

Procedural

Hazards

Assess

Hazards2
Implement

Controls4
Develop

Controls

Make Decisions3
Supervise

and

Evaluate
5

1
Identify

Hazards

Environmental

Hazards
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Verify Completion of Risk Assessment

Step 1 Identify hazards

ÅPhysical area

ïVisibility, safety issues, condensation

ïProvide barriers to exposure

ÅEquipment

ïConsider personnel levels

ïExpertise and the ability of personnel 

to operate

ïVehicle/equipment maintenance
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Verify Completion of Risk Assessment

Step 1 Identify hazards

ÅTime

ïEnsure sufficient time to plan, 

prepare, and execute operations

ÅLegal considerations

ïRisk due to safeguarding personnel, 

community, environment



Armed Forces Research Institute of Medical Sciences http://www.afrims.org

Verify Completion of Risk Assessment

Risk-manage hazards that cannot be adequately 

controlled/will likely result in protocol failure, and/or 

loss/damage to personnel/equipment 

ïDetermine which hazards must be risk-managed using 5 

areas

ÅSupport

ïIs support available in terms of personnel, equipment, 

supplies, and facilities and adequate to control the hazard?

ÅStandards

ïIs guidance or procedure adequately clear, practical, and 

specific to control the hazard?
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Verify Completion of Risk Assessment

ÅTraining

ïIs training adequate to control the hazard?

ÅSupervisors

ïAre supervisors ready, willing, and able to enforce standards 

required to control hazards?

ÅIndividual

ïIs personnel performance sufficiently self-disciplined to control the 

hazard?

ïAll yes answers mean no further action required

ïOne or more no answers means the hazard must be risk-

managed
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Verify Completion of Risk Assessment

Step 2 Assess hazards

Å Last step of conducting a risk 

assessment

ÅEnsure risk levels have been correctly 

estimated

ÅAssessment of risk requires good judgment to 

determine probability and severity levels 

based on past training and experience

Procedural

Hazards

Assess

Hazards2
Implement

Controls4
Develop

Controls

Make Decisions3
Supervise

and

Evaluate5
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Identify
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Verify Completion of Risk Assessment

Step 2 Assess hazards

ïStage 1 Determine probability

ÅExample: Procedure conducting Fluorescent Acid Fast Stain 

for TB. Slide preparation would have an identified hazard of 

exposure to the cultures and specific agents, including agent 

aerosolization, direct contact of skin or mucous. Probability 

would be Occasional (C)

Procedural

Hazards

Assess

Hazards2
Implement

Controls4
Develop

Controls

Make Decisions3
Supervise

and

Evaluate
5
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Identify

Hazards

Environmental

Hazards



Armed Forces Research Institute of Medical Sciences http://www.afrims.org

Probability Categories

Risk Group Individual Risk Community Risk

RG1 No or Low No or Low

RG2 Moderate Limited

RG3 High Limited

RG4 High High

Keyword Symbol Activity

Frequent  A Likely to occur often in the life of an item or activity, with a 
probability of occurrence greater than 10-1 in that life

Likely B Will occur several times in the life of an items or activity, with 

a probability of occurrence less than 10-1 and greater than 10-

2 in that life

Occasional C Likely to occur some time in the life of an item or activity. With 

a probability of occurrence less than 10-2 and greater than 10-

3 in that life

Seldom D Unlikely but possible to occur in the life of an item or activity, 

with a probability of occurrence less than 10-3 and greater 
than 10-6 in that life

Unlikely E So unlikely, it can be assumed occurrence may not be 
experienced, with a probability of occurrence less than 10-6
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Verify Completion of Risk Assessment

ÅStep 2 Assess hazards 

ïStage 2 Determine severity 

ÅPotential loss or damage created by the hazardous 

incident or event

ÅDefinitions in Stage 2 are not absolutes 

ÅExample: Procedure conducting Fluorescent Acid Fast 

Stain for TB. Slide preparation would have an 

identified hazard of exposure to the cultures and 

specific agents, including agent aerosolization, direct 

contact of skin or mucous. Probability would be 

Occasional (C), would have a severity of Critical (II) or 

Catastrophic (I) 
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Severity Symbol Quantitative Value Quantity Value

Catastrophic I 1 or more deaths or permanent 
total disabilities

Loss exceeding $1M

Critical II 1 or more permanent partial 

disabilities or temporary total 

disability resulting in more than 
3 months lost time

Loss exceeding $200K but 

less than $1M

Marginal III 1 or more injuries or illnesses 

resulting in less than 3 months 
lost time

Loss exceeding $20K but 

less than $200K

Negligible IV 1 or more injuries or illnesses 

requiring first aid or medical 
treatment

Loss less than $20K 

Severity Categories
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Verify Completion of Risk Assessment

ÅStep 2 Assess hazards to determine level of risk

ïStage 3 Determine risk level

ÅBased on degree of probability and severity

ÅRisk Assessment Matrix intersects probability and severity

ÅExample: Procedure conducting Fluorescent Acid Fast Stain for 

TB. Slide preparation would have an identified hazard of exposure 

to the cultures and specific agents, including agent aerosolization, 

direct contact of skin or mucous. Probability would be Occasional 

(C), would have a severity of Critical (II) or Catastrophic (I) 

and risk level of High (H)  
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AFRIMS Risk Assessment

Frequent A Likely B Occasional C Seldom D Unlikely E

Catastrophic I E (1) E (1) H (2) H (2) M (3)

Critical II E (1) H (2) H (2) M (3) L (4)

Marginal III H (2) M (3) M (3) L (4) L (5)

Negligible IV M (3) L (4) L (4) L (5) L (5)

Symbol Risk Assessment Code (RAC) Description

E 1 Extremely High

H 2 High

M 3 Moderate

L 4 Low

L 5 Low

Probability

S
e
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WHO Risk Groups

Risk Group Individual Risk Community Risk

RG1 No or Low No or Low

RG2 Moderate Limited

RG3 High Limited

RG4 High High


